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£ ^-Br S-Box 2-S.ZL2) °J^-g- 7>^1 %*}sL HH^ #J>3}- a 

^ <£jIS^-g- o]-g.$. *}-*]ofl ^ ^jO ii ^^^( Access) Aj^Vo] 2= y]| rnj-s. 

7]^^1» ^l-§-*H ^<H^ *1*H1 CflolEll- ^ # ^^|^^|.7l nfl^o)] dlolEl 
(Contention)^- *fl7^}a} ^^s\-^r ^ <£s.s\- y 0 >^ ^ ^l^l-bc-fl 

^ ^.^M SZ^f. M. TH)o]B\ oj-^s^- If ti2]f|; A>-g-^H ^Jl 

^T^^ ^JlS}- #*H1 StM>M, *i]<H7]S} «>o}. i=- 7 fl^ 48ti jEo} 

31 ^*Rr ^^#?flA^; Aj- 7 ] ^E^aUioflAi 48 tilE ^ofl^ 

6^1^21 <H = 31^ 8 7fl# <3^o} 4^1^^ q ]o )B\ 8 7fl» #^<?Rr 8 7fl^ S-Box; 

^2#^-ir <g^o> ^-7] ^E]#al^2f ^1^#HJ,U^ ^H*}^ ?\)o]7}^. S.ig*}<*\ o] 



£ 7 

^Hj^^Ui, ^flc^^l , S-BOX, c]^E]#lfl^ 
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QSlQ °l-g-H- <&ZL& ^{Encryption device using data 

encryption standard algorithm} 



£l£- ^ #3 91 DES n H s\ a>o] si ^9\- S-Box • *] *V ^ £ , 

£2^ ^7T^* feo]^ JL^7> ^eJM^S] o] 

-g-^ 6^ ^ol^s^-o] DES <>r?l^» M-Eftfl^ l-^JE, 

£3^ ^2fl7l#o] £2 o^ 6^- 4 0 1 = 2}°J DES o^m^S] ^ ^-|- ufEl- 

-£4^ ^sfl7]#^l £22] 6^: 2ro]ic5}-o] ^-s^DES o^l^^s] sM^oi ^.^ 

5.5^ #efl7]#^I 5E2^ 6^ ^o]ssj-^I ^2] DES o^iai^ o] ^o] se}o]^- a>-§- 
«r*l ^ 5rolH5r^Il- ^>-g-^r a>o]^ <S#s]±r 

£6^ ^Hfl7l#s] ^ J£e s-Box ^]^^ -SM)$- 
£7^ -g- 2-II S-Box*]^£] ^^-g- q-Ef^fl #xfl# 

S8^r #Efl ^ IS S-Box ^l^fir mv^s] 2-II S-Box *]^-^ ^ 
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710 : 'S^aw 720 : S-Box 

730 : c^El^SH 740 : *\}°]7) 



^JlsJ- #*H1 ^ ^-2.5., el] o] e] <&s.$- 5.^ tielfl- <>]-g- 

cflolEl <y-jLs}- S§(DES : Data Encryption Standard, °)f>} DES^r 

f^L^ CljSfl 7>aL JS-*], Jio}. o|b|^ -§-8-<>ll-r €3 3^ *1M# 

DEStt 64«]J= ^ 64*1 ^0)^, 6 4 

A]-g-^nf. SE^r. 64*1:^ 3|§.(pi ain Text) 56«]M^ 7|(Key)» <3^o_ 

3. «JH 64^]^.^ oj.jr^.( Ciper Text ) oj-jr^. #Zl<>]t\-. 

DES1- 7]^-gr *m(P-Box), tfl*l(S-Box) zl^JL J5LS71 (Subkey) 
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5.l$r Q&qil DES o^m'^^ Aj-olg] S-Box ^l^S] AV^]^. ^ £ o]cf. 

#7] £1» A>ol2l ^ 32t3lJ=o| ai^E -g-g} «- ^ ^-^j. oli=. ^ 

€-^31*1 ^3 5.^-1=1 32«1e^ cflolEl(R(i-i))l- ^^«>o|- 48«lS^ cflo]^^ x\Q 
*}$r ^H^l^-UlO)^, ^7} ^-^1^^48w]^^ 0 J ^ ^ 71 ^?fl#(Key 

Schedule)^-^ il^KKi)* <a^°> aflE}-^ fee)^- <£aV-|- ^*Rr 
^^^A]ti.-^.o>«.(i20)s4-, ^"71 ^^^A]a.-^.ol-^-(i 2 o)S^-Ei^ 48a]^2] ^0]^ 
» 32«1M^ t-lMEiS. tfl*l *1«-Sfe S-Box ^1^(130)^, ^7} S-Box ^1^(130)2] 
32wlM^ cflo]Eil- ^-Af *l^Hf- P-Bbx *l^jKl40)2}-, ^-7] P-Box *]^^ 32*1 
cflo]Bl^ ^<§^M^Eiofl Si^ 32a]M^ cflolEl(L(i+l))# ^^of uflEf^ i- 

zl^Rr ^^s.A]ti.-^.o>«.(i50)» ^Hl*Vcf. 

71 ^TH-tCKey Schedule)^ 56w1.e^ 7l(Key)» ^^^H 28«lm^ ^ 
M-¥°H ^ gt^ ^M-e)*} ^se^ ^nE«.(i 60j 170)51- #7) 

x)nE«.o^ - <g§^*} *>M-2l 2.2,?} 3. <$^is}G) *}Qi5}^ ^^1^(180)* 

^l^S., #7} S-Box *]^-¥-Tr 48*1 <$^£ &ro}*\ 32v]E.S>) 
^ 8 7fl£] S-BoxS. 91^. ^, 48*1eo] cflolEi^ 8 7^B\ 6«lH HMe^ ^ 

3<H 8 7fl£l S-Box°11 $^4. °1 8 71)^1 S-Boxl-^- 8 7fl^ t^^o. 48 «1 

^* 32«1MS #01 cf. S-Box *l^-(320)Tr ^Hl- ^--^ (Look-up) ^ tfl*l^-° 

SSn^7}^ <H3M(PLA)M- -§-(R0M)4 ^--8- 71^^11- tb^. 6«1^ 
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9\ <y?H 3l*M 4«lm» %:%-5\7] nfl-g-ofl A S-Boxtt 64 X4 2] 7]<$ -%-^o] s£j£Lf;}u\ 
#*fl3 2.3. 87flSl S-BoxS n 1 ^^^ 5Z-^-°.S. 8 X64 x ^ 7]^#*]7> ^^l-cf. irj-e|- 

<21> JE2£r ^15^ "I- ^Ol^ J:32)-7> ^£fl7]#2] 37flB] 7^1b °] 

-§-t> 6^-^ sj-oinej-o] ^P-S^ DES ^^m 1 ^* M-eHItt l-^iojcf. 

<22> Aj- 7 ) £2 # %^*V^ , DES ^JL^^-Br 2:7] ^1 ^# 7] ^ 64*1 12] 3g 

&(Plain Text) -Mr^^r 32*1^2] ^ Ir^o.^ M-¥<H b 0 » ^1#^4 ^]2#^# a> 

■§-*H ^ll-S^ell^]^B](A0)(350)fi1- ^lL2.€-^Bfl*liEl(B0)(200H] *i#t3: ^, f] ^] 
#(Key Schedule)5.-^El JsL^l (K (i) )!- ^IH- #7] 

(B0) (200)5.-^ nflolEl# A>ol3) ^ f(210)°fl 2]*JW °}-J:3}- ^^*>i^, 
#7] Afo]B| f-^ fofl °)tsJ) 1^31*1^ (AO) (350)^ 32«|Mi4 ^^SAjti.- 

.2.opf(220)°lH tiflEf^ fee)^" ^^^3:4. 3^, -8-71 2i^^-Alti.-^.o>«-(220) 

2] 32«1S cflolBll- »13-1-^(CLK3)* *l--g-*H *\}2&*r$}x}±.&\ (C0)(230H1 ^^aL, 
Jia?l(K( i+ i))S °J^^> #71 ^l2^31*l^EUC0)(230)°fl *1#3<H 32w]S2] cfl 
°lE]# A>o]3J) ^ f(240)» 32«lS2l cflolEll- ^-71 aflliL-g. 

^31*1^ (B0) (200) 2} 32tilM5q. oi^a.Alw.-^.o]-«-(250)o]l^ nflEH ^sl^- <3-a-§- 
^sgttcf. 5.^ f #71 ^^^a] a.-^.o|-«-(250)2l 32 cl|°lB)l- afll^aj (CLK1)# 
-§-*H ^2-2.€-^2fl^l^El(Al)(260)<Hl *l#*Ml, 127l(K( i+2 ))t Sl^^> #?1 *fl2£. 

ell *1^b](A1) (260)^1 *i#£l<H SZfe 32*}^$] t^}o)B\^. a}o)s\ ^ f(270)» ^§-*> 
°i 32«leo^ tiHEl-i. >$7] >ll2«l^ell^iBl(C0)(230)2l 32*1 nsf °] 

i^ = A]^-£.opjL(280)<HH uflEl-^ ^el^- ^tl-i}. £tb #7] ej i^-f-Al Ji- 

21-7 



1020000031247 2000/1 

-2.^(280)^] 32*] M HH^l* *H2#aj (CLK2)-§: ^l-g-*H *H3€^3]*]^El (B1X290H] 

^7l(K( i+3 ))» ^^^V^l ^]3^^eD^l^El(Bl)(290)«Hl *]#£H 
32u}eo^ dlolEll- Al-o]^ ^ f(300)» £^ 32w]J=<2] dH^-i- 

^-71 ^]2.2.€-^5ll^iEl(Al)(260)^ 32Ulm^ = a] jd-£opjL( 310 )oi] ^ 

§KCLK3)-§- *)~g-*M ^l3,2-€-^Bl]*]iEUCl)(320H] ^^ul. J±3£7](K(j +4 ))l- 

of #7] ^]3iLWii]l*]^BKCl)(320H 32«1M^ cflol^-I- a}o]s\ ^ 

f( 330)1- -f-*]-*] 32«]^ ciloj^l- #7) 2)13^511*] ^Bl(Bl) (290)3 

32«1SS}- ^^ = A];y.-^opjL(340)oflA] tiflBf^ fes]^ <£^b§- ^r^^l-cf. SE^V Aj- 7 ] ^ 
i^Alti-^ol-«-(340)o] 32 HlM cflolEll- ^1#^(CLK1)^- A]~g-s}-a} ^l^efl*]^ 
(A0X350H] ^I^jI, iLS7l(K(i +5 ))» 3 ^MoM ^l^efl^E] (A0)(350)ofl *i 
9X^ 32«lS^ c-ilolBl» A>ol3l ^ f (360)1-. 32H1E 
3 cflolBll- Aj-7i ^13.2.€-^511*1^B1(C1)(320)^ 32Hlmsl- a] ji-^o].Jf(370)ofl 

>H fcs]^- £<*hg- 

^l3€^sfl*l^El(Bl)(290)sl 32wlS7> bi 5 7} s\v\ e}- 
o.co} oi^eAlu.-^o>«-( 3 io)ollAl 32alS7> bi 6 °l £4. 

^71 *ll2#3(CLK2)£- #7l >Dl#ai(CLKl)* 1/3 ^7)^ *]<&a).*1 #7] 
*113#3(CLK3)£: ^"71 ^12#^(CLK2)1- 1/3 ^7l°># ?W4. aj- 7 ] *]]i#3 

(OKl)ol nfl 3]*]^ AO^f Al^l &o] ^^Sjji #7l *fl2-t§KCLK2)°l # 

^ «fl 3]*]^ B0*4 B1<H1 *]#£U #7l *fl3#3 (CLK3)°1 tftt ^ 31 

*l^El CO*!- Cl°fl *flS.£ &°] ^^cf. 
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<26> ^-71 £3-8: #S*V^, 32*1 eo} ^-s} a 0 2f b 0 ^ ^71 7^ 64«m3 3g°- 

■faM 3 2*UM ^1-3 o.s M-^^^l ^oIji, aoS+ b 0 ^ t 0 ^ t^H *Hl#3(CLKl) 
4 *H2#ej(CLK2W- £|*JH efl^l^ A0^ B0<H1 zj-zj- ^^4. t^H^El biSKbi = 
a 0 ® f(b 0) Ki))^r zfl^wM Al*|-*IH t 2 *IM 31*>€ 31*]^ C0°fl ^^tj-. o] 

nfl 31*]^ A(H & a 0 ^ t 3 *M -B-^l7> ti-t 2 n L ?HH bi^M: 31^}^ 

31 ^-§-1- *r StU biite t 5 * r *l -fr^l^l<H-H t 2 -t 3^*HH b 2 &^g- ^l^mdl a}-§-^- 
*r &i=h °1 ^ ^iS. *l<34g >ni#ei(CLKl)3l- ^12#^ (CLK2)4 *fl3#3 (CLK3)«>11 ^«fl 
A^ BJl^l^Bl A05]- B02f C07> ^^-*>7l nfl^ofl fft^ig + ol^. b 2 (b 2 = 

b 0 ® f(bi,K 2 ))^ t 2 -t 3 ^p-^>^l^i t 4 °lH *fl2#i}(CLK2)°fl S1*JM 

Blofl ^^Cf. o}2±go] 3 7 fl^ ^ A cM" Af-g^o} 31*1^BH 

(Access )*Mfl f-°-S*l bi, b 2 , .... bie* 3l^Hr3] A]?_h|. 5.66 

<27> ^^o.S. 7l(Key)<^l tfl«H ^J:^>71M- «n=-^-* cHr^l 64*1^ 3§°. 

°1M- ^JlS- lr^°l <a#^^.S. <y^£lfe ^-f7l- ^cf. ofll- MCNS ^Ml" 

a }-§-3tt <£sls\- « 0 >ai^. ^ H3l°J(MAC Frame) #3 5. <g-.S:SH& nj|§-6j| ^tfl 

1,518 «Wmsl 7l(Key)S. tlsH^ $4. ^ 

71 (Key)^*l 4^ #3 #4] I6e]-^^.^ DES soft 74)a]-*H ^ $4. 

°1 ^efl 7l#oi 7Mlui 2}-o] S eKi ^» oj-g-*).^ ^ej^s^s. f^M^l 
^ &4. 
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<29> >£ 7 ] 514-§r #2:*MS, ^efl7l#o] 5}-ol^^ol ^^j-g- l^E^fe E}-o] nl 51^r 4°lH 

iL<^4. y]^ sa^r ^^-^ ^-g" l-sj c 0 4 do* t 3 4 t 4 <*M 

efl^l^&| A0^ B0°fl 1-^ bi Tll^fe ^ d .$. 

Tfl^ ^ SL<^cK °1 t 0 -ti, ti-t 2 , t 2 -t 3 .... ^^1-4 

#3 b;4 di&* <y-JL3}- *}7}#n *}o]st\ ^ f 7 > ^ 7fl4*| ^Alofl ^<8£cK 5.66 # 
3 A>°1# ^<L> ^ 5U*r ^ 1-34 ^ ^ufls. &7}*M ^r7> 5^4. ZL&| 4 

A>o]s] ^^Rr S-Boxl:^ *V 7^ ^7}S, i£SL7} ^o] ^^cf 

oo a>o]3] ^ 1-(R0M)°14 S^zi^Hf fee) <HelM(PLA)4 71^^^. 

S-Box *1^# ^££.3. ^-cf. 
<3i> J£5fe ^Hfl7l^ol 5.2$) 6^" 2)-ol5.5}o] ^4 DES o>?]^*J4 2fo| nefo]^ A}-g- 

^ ^4 sj-ol^^ol^- A}~g-^ ^^-oil ig+ 7 } <gA>S)fe ^^ol4. 

<32> ^71 £51- %2i*}&, ^ 4 64*1 H ig-g- #J:2j-SRr ^-o S > 4o]^s]-o] 

# A>-8-*Ml Tj-foflfe 67114 *H3l ^ f A , fB, f D. fE. f F^ 37fl4 4 

#341 4*JH s\o] ^S\7] nfl^-ofl i 7 11^ S-Box x}Q^<L£.5L 

^7>^>4. 4°ls4^1^ *>-S-*H* iJ f-7l]4 64«1S4 ^ M-i- 

^ (f A , fB, fc)4 (f D . fE, fF)^ -Hs. ^1^4^1^ (f A ,fD)4 (f B ,fE)4 (f 
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C ,f F )^ 3*1 ^ n}]^-o)) 7fls j s _ Box sl«.^.7> ^^.s]-nf. 

<33> #Hfl7]^^ IS S-BOX *1$HM #>*fl ^ 

<34> Al-71 ^6^- #2^, ^2fl7l#^ S-BOX *1W ^ 7fl» *>-g-SH 2}-0] -^^V 

-§: ^^is}5m 3<H 913- , 7fl7fl<2] S-Box *1^-^ 48*11121 cflolEl* «>o>#^ 32 

u]eo^ ^ cilo]^!: iliifl^ 8 7fls] S-Box5. S-Box^ 64 X4 

s] #(R0MHM- S^zz.^7}^ fea) ^5flo](p L A)s. 6wlS.°l o}je.b]]^* <£ 

e^Vo} 4«1M^ cllo] E^l- #^SRr *Hl^5.# ^ul«J-JL Si^-. ^fls] S-Box ^l^^l^ 

<35> ^2fl 7l#^r ^"71^ ^-o] ^S.7> #Sj ^ ©.3. ^fl^ S"Box ^lt^t 

^•^^cfl s)_a_*!: 7l^^l# ^A]ofl ^Afli(Access)^)o> ^ HH^l £M(Data 
contention) £-*ll» sfi^tl:^. *1-&H ^ ^ S-Box* ^7fl# A}-g-s>^.5. ^ 
°1 ^7>£^ ojcf. 

<36> ^7]^. ^ ^Efl7l#^ *fl£S}7l ^1°^, 3 

^ ^(Access) ^1^V<>1 «fl 7] ^^]» ^r<H*! A 1*H1 -r- € «J 

*fl^S>7l nH^-cfl t-flolE] ^ ^(Content ion)# ^T^^Jl ^ 9X^ 
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<37> Aj. 7 i ^Z}7) <a-Ji2i- #*lir UMlH oj-JisJ. ^Jie) 

a>-8-*M ^J-s** ^3!*Rr #*H1 *H7lsl aiH-i- «>o> <q&s) 

8 7fli3l S-BOX; ^1<H7151 ^Ht 4Wl^^ Cl]olBll- ^7fl5. £-«flSRr t\^^ 

£ afllM*}- *H2-I-3# °J^^> #7l ^El#=JlA^2f C1^E1#S1^1- aflo^Hr 

<38> ol^ ( ^ol 7l^-g-o)oflAi x]+\^r 7>*1 ^7> 7^ 

<39> JE7^r s-Box ^1^2] ^-^« 0 >^# 143- \H #4th Ir^Solcf. 

<40> #7] J£7-§: #S*1-^ , S-Box ^1^7121 «>o> oiajs]^ 

¥ 7fl^ 48*lJM C-flo}E] ^ofl *}b»<5}^ ^^#^(710)54, -*7l ^El^BflAl 

(710)°lH 48^1 — 6«]SS] ^^sfl^ 8 7111- <g31H- 4h1eo^ ^0]^ 8 

7fl» #3*Rr 8 7fl^1 S-Box(720)^-, *W7lS] #7l 4«lS°) t-flo]^* -f-7fl 

3. ^-tiflsRr t^E]^H)A-](730)£h ^Ill-^(CLKJ\)^ ^2#3(CLK_B)* 
^E^H]^ c]^Bl#a,Uil- »}o]^ 7flol7l(740)l- ^wlW. 
<4i> j£8-g- #Hfl II S-Box *]$M?-SJ- ^- 2-11 S-Box *1$HM 
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<42> ^7] S.8^r #2ii>}^ , iJ-^H-b *il<H7H <g^slfe ^ ^7} raj-^- a|]l#sj 

(CLKJV)^]- *l)2# 3(0X3) -fr ol-g-^H #(R0M)^- ^]>H1^( Access )*>^d] ^JL-i-* 
IMH^lcK A HI t i-t i+i^ll-H ^ll^^(pathl)^- *fl2^5.(path2) ^ ^ ^s.* 

-Jd^Hr ^B)^iflA^jofl o]^ Al^-^ ^^(pathl)^ ^]2^S(path2)7} 7flM*}o.S. 

c-ilolE] ^^1^ (Data Contention) *MtH}. ^)1#^ (CLKJ\)7> fe&l 

iH°a ^ *Al33.(pathl)-§- bi&#<>l 7fl^s]Jl ^l2#^(CLO)7l- *M«J nfl 

^]2^S(path2)# dj 31^^. 

JL-4] 

<44> #7l<4 ^o] S-Box» tblH^-i- ^>-§-^°-5.*| S-Box J]W *}*l*Rr 

^ cf^KNet Die) ftfl^l?l£S .3iJ=(Cost) 7>7^^cf. 
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vt\o]B\ <$3L& <gjim^ av^v«^ ^m=- <a-s^- $i<h*i 

9 

#7] ^El-M-H^IM #^=J 48W1M 6«|^ c^iie)]^ 8 7fl# ^^^j- 4 ti] 
dloj£] 8 7fl# #^*}^ 8 7fl^ s-Box; 

2fl2#3# <a^^> #7] ^E^eiHfi}- ^^^^BjjAil- ^CH*>^ ^H7l 



[3^*8- 2] 



^ 1 W Sl<H-H. 

^-71 ^E]#a,u^ #330.5. ^7fl*Rr ^7fl^ <a^i4- M 
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S-Box 6| [ S-Box 7f j S-Box 8 



^ 32-Bit Output 

^ 4-brt data 
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